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Disclaimer

INFORMATION IN THIS DOCUMENT IS PROVIDED IN CONNECTION WITH INTEL PRODUCTS. NO LICENSE, EXPRESS OR IMPLIED, BY ESTOPPEL OR OTHERWISE,
TO ANY INTELLECTUAL PROPERTY RIGHTS IS GRANTED BY THIS DOCUMENT. EXCEPT AS PROVIDED IN INTEL'S TERMS AND CONDITIONS OF SALE FOR
SUCH PRODUCTS, INTEL ASSUMES NO LIABILITY WHATSOEVER AND INTEL DISCLAIMS ANY EXPRESS OR IMPLIED WARRANTY, RELATING TO SALE AND/OR
USE OF INTEL PRODUCTS INCLUDING LIABILITY OR WARRANTIES RELATING TO FITNESS FOR A PARTICULAR PURPOSE, MERCHANTABILITY, OR
INFRINGEMENT OF ANY PATENT, COPYRIGHT OR OTHER INTELLECTUAL PROPERTY RIGHT.

A "Mission Critical Application” is any application in which failure of the Intel Product could result, directly or indirectly, in personal injury or death. SHOULD
YOU PURCHASE OR USE INTEL'S PRODUCTS FOR ANY SUCH MISSION CRITICAL APPLICATION, YOU SHALL INDEMNIFY AND HOLD INTEL AND ITS
SUBSIDIARIES, SUBCONTRACTORS AND AFFILIATES, AND THE DIRECTORS, OFFICERS, AND EMPLOYEES OF EACH, HARMLESS AGAINST ALL CLAIMS COSTS,
DAMAGES, AND EXPENSES AND REASONABLE ATTORNEYS' FEES ARISING OUT OF, DIRECTLY OR INDIRECTLY, ANY CLAIM OF PRODUCT LIABILITY,
PERSONAL INJURY, OR DEATH ARISING IN ANY WAY OUT OF SUCH MISSION CRITICAL APPLICATION, WHETHER OR NOT INTEL OR ITS SUBCONTRACTOR
WAS NEGLIGENT IN THE DESIGN, MANUFACTURE, OR WARNING OF THE INTEL PRODUCT OR ANY OF ITS PARTS.

Intel may make changes to specifications and product descriptions at any time, without notice. Designers must not rely on the absence or characteristics of
any features or instructions marked “reserved” or “undefined”. Intel reserves these for future definition and shall have no responsibility whatsoever for
conflicts or incompatibilities arising from future changes to them. The information here is subject to change without notice. Do not finalize a design with
this information.

The products described in this document may contain design defects or errors known as errata which may cause the product to deviate from published
specifications. Current characterized errata are available on request.

Contact your local Intel sales office or your distributor to obtain the latest specifications and before placing your product order.

Copies of documents which have an order number and are referenced in this document, or other Intel literature, may be obtained by calling
1-800-548-4725, or go to: http://www.intel.com/design/literature.htm.

Code names featured are used internally within Intel to identify products that are in development and not yet publicly announced for release. Customers,
licensees and other third parties are not authorized by Intel to use code names in advertising, promotion or marketing of any product or services and any
such use of Intel's internal code names is at the sole risk of the user.

Intel and the Intel logo are trademarks of Intel Corporation in the U.S. and other countries.
*Other names and brands may be claimed as the property of others.

Copyright ° 2013, Intel Corporation. All rights reserved.
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Intel® Remote Wake using MeshCentral.com

« MeshCentral.com is a web
based remote management
web site.

 |t's free to use for anyone.

« Development is ongoing.

 |ntel licenses the site's
technology 3 parties.

For feedback/questions about MeshCentral please email: ylian.saint-hilaire@intel.com
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MeshCentral.com - Creating a Mesh

 Login to Meshcentral.com.
* (Create a new account.

 Click the “Account” tab. —

(UTC-08:00) Pacific Time (US & Canada)

.
 C(lick on “New”
Google
Click to remove.
Administrative Meshes ( & /anage ) New 3 Instal )
el-r 1 £&-. admin
= Administrator rights

» Type a mesh name. @ = E—
. Mesh Name admin
\Mﬂfy ,,,,,,,, i
» Typeinamesh password. — s oo

[V] Allow reset/off operations V| Allow file access

Allow TCP traffic relay V| Allow remote management (WMI)
LW [/ Allow alert messages

 Select all options & click ok. ——— | ...

= For more secure Mesh creation, use the MeshCentral Connector tool.
* Password must be at least 6 length, one lowercase, one uppercase, one number, one special character.
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MeshCentral.com - Downloading the agent

MeshCentral “

My Devices My Account Downloads Tutorial

My Account

Account actions

Audit Log

Server Statistics
Admin Operations
Mesh Agents
Server Connections
Change Password

e (lick "Install” o

OpenDTK Manageability Commander
Intel® System Defense Utility (ISDU)

Time Zone

» Select the mesh. \ ,

Click to remove.

Administrative hes Manage ) New @ Install )

¢ , intel-remotewaRe

 Download both files. | T

<. |emiereniiee Mesh Name intel-remotewake 1 v
ﬁl Intel Oregon Mesh . N " "
ek e Device Architecture  Microsoft Windows -

Download the following two files. Keep these file togeather.
The filenames must be identical with different extensions

[@Windows Mesh Agent
> [@Mesh Policy File (intel-remotewake1)

To install, run "MeshAgent.exe" and click install.
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MeshCentral.com - Installing the agent

=)
@Q-I J > Computer » Local Disk (C) » temp %] [ Search 2|
Organize v Includeinlibrary v Sharewith ~  Burn  New folder =y A @
2 Favorites 7 Name ) Date modified Type Size
M Desktop 5% MeshAgent.exe 11/1/2012405PM  Application 1,705KB
18 Downloads =[] MeshAgentmsh 11/1/2012405PM  MSH File 4K8
% Recent Places
). Public Downloads [ 1
4 Libraries /
[ Documents 7

& Music

&) Pictures

. .
[ ] B Ot h f I I e S I I I S a I I l e fo I d e r - Click the buttons below to install or uninstall the peer-to-peer mesh agent. When
& Homegroup installed, the mesh agent runs as a background service, linking up to other

computers. The agents fadlitates computer management and other applications.

Mesh Agent Installer

’ 2items
Installation Information
Current Service Status Running
New Service Version v0.1.58
e Run Mesh Agent exe S———— o
. New Trusted Hash 167d44ad7efeda500f732c9369af 113

Install / Update Uninstall

« (Click “Install / Update” ———_—

=lE
|5 Meshcentral - My Devices + - -
€ @ hitps//meshcentral.com/devices aspx. |89~ Google 2l A B = -
« Wait one minute Nt ol
ans My Devices My Account  Downloads Tutorial
My Devices
Group Action Sort Mesh ~  Show Al -
intel-remotewake1 Q

- New machine in “My Devices”  -I.° :

oyl e
a

din Q
B arthurx-PC B dlna-RAServer

e e :
Intel Oregon Mesh Lab Q
oMy AmtMachinet C)Y ~ AmtMachine2 = * Classmate

Power on <

B CorwinSprings B * IntelPro1 B IntelPro2

* Power on * Power on
) B feirros 0, Meshlableft O MeshlabRight

~= _ Power on Power on
B * MPCS-UP6K0G2010 & plugpe &) 1 vaio-mid

Power on < Power on

B . XenSDK-55 B XenSDK-56 © ] xenserver-mesh

o 3 e
vProCloud-Test Q
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MeshCentral.com - Performing power control

¥ MeshCentral - MPCS-UP6K0G2010

€ @ hitps://meshcentral.com/device.

MeshCentral“™

My Devices | My Account Downloads Tutorial
General Desktop Terminal Files

MPCS-UP6K0G2010 - General

Mesh Name Intel Oregon Mesh Lal
Operating System Micros:

Mesh Agent Win32-

Extras

Interface

» Check “Intel Remote Wake” — o ==

+ Click on “Power Actions” — | === Ce

T s aarrres | Action Selection - MPCS-UP6K0G2010 X

ROP/SSH. delete Node
I
0 8 B —

 C(lick "Wake" or"SIeep"\/ |
/ Wake Sleep Hibernate
s 0 O
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MeshCentral.com - Mobile Options

Use a mobile device or tablet to
monitor & control power state.

 On Android, search “Meshcentral”
on Google Play.

« On any mobile device
https://meshcentral.com/m

« 0OniOsS, use the mobile site and
“Add to Home Screen”

INTEL CONFIDENTIAL
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MeshCentral.com - Online Tutorials

Tutorial videos are available on YouTube.

« Intel® Smart Connect Technology Remote Wake Video
DIID” NWW.VO I DE CQI]J{M!BISD—)!FYI'EB! Q! )IE

« MeshCentral - Getting Started
http://www.youtube com/watch?v=t4U IHkBzyA

« MeshCentral - Using features
http://www.youtube com/watch?v=57Z-m mQV5E
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Intel® Smart Connect Technology
Remote Wake using Remote Wake Test
Application
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Remote Wake Testing

« The Remote Wake Test requires two PC's for end to end testing
- Non Proxy Service based Internet Connection

- First PC installed with Remote Wake Test Application and second PC installed with
Wake Service Client (KeepAlive.Client)

PC e

Remote Wake H

Wake Servi ‘ KeepAlive Client
TestApp aKe sernice eepAlive I

RWA API

 Remote Wake Test Application and Wake Service Client are available in the
Intel® Smart Connect Technology Compliancy Kit.

« Refer to the Intel®* Smart Connect Technology Compliance Test Plan (IBL#
515425) for more detailed information
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Remote Wake Test Application
 RWTestAppMFC.exe

« Located in the Intel Smart Connect Technology
Compliancy Kit:
- "Tools \ <iSCT Release> \ 32bit" for 32 bit version
- “Tools \ <iSCT Release> \ 64bit" for 64 bit version

 RWTestAppMFC issues an “Enable” command to the
Wake Agent.

« The Wake Agent then issues a ‘Register’' command
to the Wake Service.
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Remote Wake Test Application (Cont.)
The Wake Agent sends the Session ID to the Test App

Session ID is used by Wake service client (described on next
slide) to wake the system back to SO state

PlatformWakeState “Available” confirms remote wake is active
on the SUT

Application Status 3:18:39 PM 00000000-0000-0000-0000-000000000000 AVAILABLE LAN:AVAILABLE WLAN:NO_SL
3:18:41 PM 45E8ADA7-5A50-D8CE-33C3-ABC450A4B698 AVAILABLE LAN:AVAILABLE WLAN:NO_
3:23:20 PM 45E8ADA7-5A50-D8CE-33C3-ABC459A4B698 NOT_WAKEABLE LAN:NO_SUBSTATUS
, | |3:23:20 PM 00000000-0000-0000-0000-000000000000 NOT_WAKEABLE LAN:NO_SUBSTATUS W1
EventGenericWake
[ ] wake To S0 Enabled [ JBusy Ready |:53:20 PM 00000000-0000-0000-0000-000000000000 NOT_WAKEABLE LAN:NO_SUBSTATUS Wi
- 3:23:25 PM 00000000-0000-0000-0000-000000000000 AVAILABLE LAN:AVAILABLE WLAN:NO_SL
Session Info 3:23:26 PM 2709CDD8-238 1-B7B8-8257-6866F05406F9 AVAILABLE LAN: AVAILABLE WLAN:NO_S!
SessionlD | FC227A0D-0AB7-F112-811A-2C41203AF483 3:36:11 PM 2709CDD8-238 1-B7B8-8257-6866F05406F9 NOT_WAKEABLE LAN:NO_SUBSTATUS W
3:36:11 PM 00000000-0000-0000-0000-000000000000 NOT_WAKEABLE LAN:NO_SUBSTATUS W1
Wake Server URL | https://wr-1.anytimeaccess.intel.com/sessions EventGenericWake
3:36:11 PM 00000000-0000-0000-0000-000000000000 NOT_WAKEABLE LAN:NO_SUBSTATUS W1
Platform\WakeState|  AVAILABLE LAN| AVAILABLE 3:36:16 PM 00000000-0000-0000-0000-000000000000 AVAILABLE LAN:AVAILABLE WLAN:NO_SL
3:36:38 PM FC227A0D-0AB7-F112-811A-2C41203AF 483 AVAILABLE LAN:AVAILABLE WLAN:NO_¢

ApplnstancelD | DF96FOE1-1697-44DB-BDOF-O0DEE7203F022 ‘

WLAN | NO_SUBSTATUS OTHER | NO_SUBSTATUS

Context Info

S0 Duration Secs 0 Sx Duration Mins 120

Platform Type | mobile Hibernate supported Yes
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Wake Service Client

H H . Interactive WakeService client.
[ J \/\Iake SerV|ce Cllent WI” be (To send keep—alives in non—interactive mode, add commandline flag —n
To wake up another session non—interactively, specify session id and/or mess
on command line)

.
installed on 2 PC o iy
: Get current session details
: Start sending keep alives
: Unregister current session
: Get Session state
: Send wake with no message to session

« Located in the Intel Smart Connect | SRRk e rrati ettt

: Unsubscribe from a session
: Read Updates

Technology Compliancy Kit “Tools \ e
WakeServiceClient” directory

n id:
£f112-811a-2c412083af483

ion id: fc227aBd-Bah?-f112-811a-2c41203af483
ug:‘SkEEPINQ

i Open \I\/akESEI’VICE.KeepA“VE. fgstéi;éﬁgé?“551é—a9—15r31:53:23.6962

Last KA Received: 2012-089-15T01:53:23.696Z

Client.exe in CMD prompt aidants” o i

B C:\Windows\system32\cmd.exe - WakeService.KeepAlive.Client.exe @E

.

« Basic Commands for Remote Wake;
- "s" + Session ID for Sys‘tem status Interactive WakeService client.

(To send keep—alives in non—interactive mode, add commandline flag —n

. wake up another session non—interactively, specify session id and/or mes{
- Picture "1" shows status of SUT as “SLEEPING" n conmand line> =
: Geg1Euz;e:gwségg;;2ndetails
u,.n . . : it : rfvbige
- "w" + Session ID for waking the System : Egigéi;zgﬂlgg,.:fggg alives
: Get Session state

remotely 4= Send wake with no message to session

: Send wake with message to session

: Subscribe to a session

- Picture “2" shows wake command send to SUT : Unsubscribe from a session

: Read Updates

to Wake from S3 ; Acknowledge Updates

Enter session id:
‘fc22?a@d—@ab?—f112—811a—2041283af483
llake sent
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